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Abstract: Wireless sensor networks are considered a promising technological approach for continuous monitoring, risk detection, and adaptive response in
large-scale, hazardous, and dynamically changing environments, including border surveillance and disaster-zone monitoring. In disaster-zone applications,
they offer substantial potential to support life-saving early warning and emergency response. The operation of sensor networks in the areas of monitoring is
subject to numerous destabilizing factors, which necessitates the search for ways to enhance their functional stability. Understanding the behavior of a
sensor network under the influence of adverse factors is critically important for timely forecasting of its degradation and preventing critical failures through
the implementation of adaptive mechanisms and strategies to improve functional stability. Despite the significant number of studies in the field of strategies
for ensuring the functional stability of sensor networks, the dependence of risk growth on time and the dynamics of network operation under hazardous
conditions remain insufficiently explored. This work applies the framework of the qualitative theory of differential equations to describe and characterize
the state of the system under risk exposure. To mathematically formalize the behavior of the sensor network, the classical evolutionary SIR model is employed,
and constructive conditions for network stability and asymptotic stability are formulated. Conditions for maintaining the operational state of the network are
determined through the application of various strategies to minimize the number of compromised devices, and the effect of these strategies is analyzed using
phase plane methods. The dependence of network stability on the model parameters describing the rates of device failure and replacement/recovery is
established. A model for determining the time required to restore the operational state of the system is obtained. A mathematical framework is developed to
define strategies for minimizing the impact of visk factors on the functioning of the sensor network, based on methods from the qualitative theory of differential

equation systems with impulsive action.
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Introduction

One of the foremost directions in contemporary information
technology is the rapid advancement of wireless sensor networks,
which are being extensively deployed across diverse application
domains [2, 6].

Monitoring of borders and disaster zones is crucial for
ensuring public safety, protecting critical infrastructure, and
enabling timely responses to emerging threats. In border areas,
continuous surveillance helps prevent unauthorized crossings,
smuggling, and other illegal activities, contributing to national
security and law enforcement efficiency. In disaster zones, real-
time monitoring allows for rapid detection of hazards such as
floods, wildfires, earthquakes, or industrial accidents, facilitating
early warning and rescue interventions. Population growth,
technological development, and geopolitical instability are
creating novel challenges for both border and disaster-zone
monitoring. These developments generate unprecedented
demands for rapid, large-scale surveillance and timely early-
warning systems. Wireless sensor networks have a proven
capacity to carry out essential monitoring tasks across extensive
areas exposed to hazardous conditions. [12].

Solving these tasks enables the formation of situational
awareness and the effective coordination of actions, reduces
decision-making time, mitigates risks and losses, and ensures
operational capability under conditions of uncertainty and
affecting risk factors. In disaster-zone applications, WSN
potential to support life-saving early warning and emergency
response is crucial.

Integrated systems for terrain monitoring and autonomous
navigation are capable of fulfilling a broad spectrum of functional
objectives. However, such systems are inevitably subject to
destabilizing factors, including environmental hazards and
unexpected disruptions that can impair individual network
components or compromise the overall operation of the system.

To mitigate potential adverse impacts, such systems must
exhibit adaptive behavior. This adaptability enables the
preservation of core functionality even under conditions of partial
destruction or intentional interference. System adaptability
involves selecting and executing appropriate strategies to
maintain or restore core functionality while the system is
continuously exposed to harmful factors.

Accordingly, the study of the behavioral characteristics of
complex systems under destabilizing conditions is highly

relevant, as it provides the foundation for the development of
effective strategies to ensure their functional stability in the face
of real-world threats.

1. Related works

The problem of ensuring the functional stability of complex
technical systems, including information systems as one of their
varieties, has consistently attracted the attention of numerous
researchers. In [4], a broad range of issues related to ensuring the
functional stability of information systems under the influence of
destabilizing factors is discussed.

A methodology for ensuring the functional stability of an
information system within critical infrastructure facilities through
a formalized process of self-testing is proposed in [3]. The
primary procedures for maintaining the functional stability of a
network are continuous diagnostics aimed at detecting failed
nodes and diagnosing compromised nodes in order to preserve the
required parameters of the network’s autonomous operation. A
method of self-correction for an analog-to-digital network based
on current converters with weight redundancy is presented in [1].
In [18], anomaly detection in sensor networks using Fourier
transformations is examined. The work in [8] investigates the
application of machine learning methods — specifically, support
vector machines and rule-based systems — for detecting malicious
processes in information networks.

An adaptive self-diagnosis method for networks based on the
functional relationship between the probability of missed failures
and various values of the type Il error probability is presented in
[17]. More in-depth analyses of corresponding results for complex
sensor networks can be found in [16, 19]. Methods for ensuring
the stable operation of a wireless wide area network using a neuro-
fuzzy controller are discussed in [14]. A method for parametric
diagnostics of the functional stability of a mechanical system
employing fuzzy logic is proposed in [15].

The methods proposed in these works play a key role in
ensuring the reliable functioning of information networks exposed
to diverse risks. At the same time, these studies are largely based
on the application of probability theory to the mathematical
formalization of network functioning. However, the problem of
establishing the dependence of risk growth on time and on the
dynamics of sensor network functioning under risk factors
remains almost entirely unexplored.

The application of the evolutionary SIR model [9, 11] makes
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it possible to investigate the state of a complex system in
dynamics. In [13], the author demonstrates that the use of this
model is promising for describing phenomena occurring in
complex systems beyond epidemiology - in finance, social
networks, cybersecurity, and even science fiction.

Within the framework of the epidemiological model,
vaccination serves as a method of counteraction and influence on
the dynamics of epidemic progression in a complex system. The
works [5, 10, 20 - 22] analyze the impact and effectiveness of
various vaccination strategies and approaches. In [7], it is
demonstrated that the theory of differential equations with
impulsive action can be employed for the purposes of formalizing
and analyzing dynamics.

2. Representing the Stability of a Sensor Network
Using the SIR Model

The issue of ensuring the functional stability of complex
information systems supporting the protection of population and
territory has become particularly relevant. Wireless sensor
networks deployed for border and disaster-zone monitoring need
to cover large and varied terrains, integrate fixed and mobile
nodes, and accommodate both high-resolution monitoring and
low-power long-duration operation under dynamic environmental
conditions. They comprise a diverse mix of sensor types,
communication protocols, and energy sources, and can be
regarded as a complex heterogeneous network continuously
subjected to a variety of external and internal destabilizing factors.
The entire technical and technological arsenal of these networks
thus operates under the influence of numerous risks of damage,
destruction, and other forms of degradation.

Let us analyze the principal risks to which wireless sensor
network devices are exposed in border surveillance and disaster-
zone monitoring environments. These risks can conventionally be
classified as physical, cyber, electromagnetic, and operational, as
presented in Table 1.

Recovery actions to mitigate the aforementioned risks can be
summarized as follows:

e Reconfiguration

e Reinstallation of software

e Repair

e Replacement

Table 1. Characteristics of Risks Affecting Wireless Sensor Network Devices in
Border and Disaster Monitoring

Subgroup Risk Immediately Possible Response
Detectable?
1. Device
. Yes Replacement
. destruction
Physical Repair/
2. Device damage | Not always Replacement
3. Chgnnel Not immediately Reconfiguration of
jamming frequency/protocol
Electromagnetic . Source
jl i};(l)?;l,gftgil)se No verification/
& y Filtering
Cyber '5.‘Mallware No RemsFallanon/
injection Isolation
6. Batt.ery Often — No Power replacement
depletion
7. Software
Operational malfunction Not always Restart/Reflash
8. Loss Of . . . Reconfiguration/
connectivity with | Not immediately
Route bypass
other nodes

In this work, we consider the modeling of evolutionary
processes for ensuring the functional stability of a complex wireless
sensor network for monitoring and navigation across the zone of the
border and disaster monitoring, taking into account the effects of
damage and recovery factors, using the framework of qualitative
theory of nonlinear differential equations.

The most natural mathematical formalization for describing
evolutionary processes induced by direct anthropogenic and natural
influences appears to us to be the SIR model [9, 11, 13].

We now examine the mathematical aspects of the classical SIR

model, incorporating a “vaccination procedure” to model the
evolution of the sensor network state. Let the set of network devices
(nodes) be divided into three groups:

S(t) — nodes susceptible to damage, but not yet affected at a
given time;

I(t) — affected nodes;

R(t) — recovered nodes that are temporarily resistant to re-
infection.

We further assume that all three groups represent fractions of
the total segmented network population, so these values are
normalized and their sum equals one.

For simplicity, we also assume that the time required for node
recovery is negligible compared to its operational lifetime and can
therefore be ignored.

It should be noted that the sensor network functions as a
dynamic system in which there are processes of node attrition and
replenishment with new devices, analogous to processes observed
in natural populations. The mathematical model of the network’s
functioning can thus be expressed as a system of nonlinear
differential equations:

B s +u- s,
dI(t) M
2 = MOIO) —yI(©) — ul (©).

It should be noted that the following condition holds:
R(t)=1-S() —I(¢).

In system (1) A > 0 is a parameter characterizing the rate at
which nodes transition from the susceptible class to the affected
(“infected”) class; u > 0 — is a parameter representing the attrition
of nodes due to adverse factors (this same parameter also reflects
the appearance of new nodes in the network, effectively capturing
the “birth/death” dynamics of its nodes); y > 0 — is a parameter
describing the intensity of node recovery.

The relationships among these parameters collectively
characterize the network’s resilience to threats and govern its
dynamic behavior. Specifically, the ratio of the rate of node
susceptibility to the rates of node attrition and recovery serves as a
bifurcation parameter, determining the evolutionary processes
within the network. We denote this parameter as:

A

v+

By employing the methods of the qualitative theory of
differential equations, we can obtain essential insights into the
behavior of the system that cannot be derived solely through
analytical solution techniques. This information may then be used
for prediction, analysis, and system design.

In particular, the methods of qualitative theory allow us to
determine what types of trajectories exist in the system’s phase
space, how they are arranged, and how they interact with one
another. These methods enable the identification of stationary
points, repellers and attractors, and periodic trajectories.
Furthermore, they make it possible to assess whether the system is
stable—that is, whether its trajectories remain close to the initial
trajectory under small perturbations of the initial conditions. Of
significant practical importance is also the ability to predict how the
qualitative behavior of the system changes as its parameters vary.

Thus, the qualitative theory of evolutionary equations can serve
as an effective tool not only for forecasting the vulnerabilities of a
sensor network to adverse factors but also for developing strategies
of counteraction and sustaining the functionality of the network.

We now proceed to investigate the qualitative behavior of
system (1) in the domain:

D={SDND]|S=20, 120, S+I<1}.

System (1) admits two equilibrium points. In the SOI phase
plane we distinguish them as follows:
o «Infection free» equilibrium point: S; =1, I[j=0 -



corresponding to the state without impairments (i.e., no signs of

vulnerability under adverse factors);
«_ 1 x _ u(6-1)
Si=3 H="="F— -
representing the situation in which a threshold proportion of
network devices becomes vulnerable (an analogue of reaching
the epidemic threshold in infectious disease dynamics within
anthropogenic populations).

Under these circumstances, the qualitative behavior of system
(1) is determined by the value of the parameter §. Theorem holds.

Theorem 1. [5] For V6 > 0 the domain D is invariant, i.e.
V(So,I,) € D the solution of system (1) (S(t), I(t)) with initial
conditions S(0) = S,, 1(0) =1, remains in D, Vt =0, that is,
(S(®,1(t)) € D, vt > 0.

For V6 > 0, system (1) has no closed trajectories in D.

For 8§ < 1 the point (S, [3) is a globally asymptotically stable
equilibrium in D (Note: in this case (S;,17) & D) (Fig 1. a).

For 8 > 1, the point (Sg, [3)) is an unstable equilibrium in D (the
only trajectory attracted to (Sg, 1) — is given by I(t) = 0, S(t) =
(So — 1)e™™ + 1). The point (S;,17) is an asymptotically stable
equilibrium with the domain of attraction D \ {(5,0) | 0 <S <1}
(Fig 1. b).

e «Epidemic» equilibrium point:

A
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Fig. 1. Phase portrait of system (1).

Thus, we can state that when the parameter § < 1, regardless
of the initial conditions, the number of compromised devices
decreases over time to an arbitrarily small level. In contrast, for § >
1 we observe a situation of critical compromise, where the system
evolves toward the threshold number of compromised devices in
the network (S7,1;), which constitutes an asymptotically stable
equilibrium point with the domain of attraction D \ {(S,0) | 0 <
S<1}

According to the conditions of Theorem 1, the invariance of the
domain D llows us to conclude that such behavior is characteristic
of any network, since no assumptions were made about the specific
properties or parameters of the devices comprising the network.

For the practical development of strategies to counteract
negative impacts on the sensor network, it is necessary to address
the following question: how can the level of compromised nodes be
reduced when § > 1?

I. Constant vaccination strategy. This approach involves
establishing a systematic monitoring framework for the network
nodes that can identify and neutralize threats in real time (serving
as an analogue to the vaccination of newborns in anthropogenic
systems). If we denote by p the fraction of network devices under
such constant monitoring, then for § > 1 we obtain the following
system:

ds(t)

T A-pu— Q@) +ws(),
di(t) @
Tl AS(I(t) — (v + wI(L).

The equilibrium states of system (2) are as follows:
S¢=1-p. I;=0;
G* 1 T* *

Si=- L=1 —ﬁp.

The qualitative behavior of system (2) is determined by a

certain threshold value of the parameter p, = 1 — %.

Theorem 2. [10] For Vp € (0,1), the domain D is invariant in
system (2). Within the domain D there are no closed trajectories of
system (2).

When p > p, the point (§3,T:§) is an asymptotically stable
equilibrium in D;whereas (S}, 1;) is an unstable equilibrium.

When p < p. the point (§:;,i;) is an unstable equilibrium in
domain D; (§I, TI) is an asymptotically stable equilibrium.

Thus, stability - and, consequently, the resilience of the network
for p > p. is ensured at the point (§3,T;), while for p < p, it is
realized at the point (§I, T{). However, in the situation where p >
p. in the neighborhood of (§{,T{) and where p < p. in the
neighborhood of (§Z§, TZ,) stability with respect to harmful impacts
is lost, and the network itself is thus characterized by significant
vulnerability. In such cases, it becomes necessary to adopt measures
aimed at minimizing risks.

A major drawback of this strategy lies in its cost, since its
implementation requires allocating system resources for continuous
monitoring.

I1. Pulse vaccination strategy. Applied to a human population,
this strategy implies vaccinating a certain fraction of the population
susceptible to infection at specific points in time. The network
analogy is selective monitoring and recovery actions applied to
potentially vulnerable segments of the network, i.e. S(t). As a
modeling abstraction, we also assume that recovery actions are
performed over a negligible time span (i.e., instantaneously, in
pulse form).

Let {t,}o-, be the sequence of recovery action moments.
Then, for § > 1 the problem takes the following form:

I(dfi—(tt) =-AS@OIO) +p—uS(E),  t#ty, ) ;
40”—(;) =ASOIE) —yI(t) —pul(t), t#ty,

d
lAslt:tn = S(tn + 0) - S(tn - 0) = —<P(5(tn - 0)) )

We assume that ¢@(S) <0 for $ >0, and we consider the
function S(t) to be right-continuous at the points {t,}. Then, for
system (3), (4), the qualitative behavior depends on the impulse
parameters {t,,} and ¢(S).

Condition (4) constitutes a mathematical formalization of the
recovery process, stipulating that after each such procedure the
network evolves according to law (3) until the next scheduled
maintenance and restorative procedure.

1. Periodic case. Let t, =nT,n = 0,1, ... . In this case, it is
assumed that restorative procedures are scheduled by regulation and
possess a periodic nature with a prescribed period. We set:

Then, particular significance is attached to the limiting number
of nodes susceptible to compromise
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The following theorem holds.

Theorem 3. [21] System (3), (4) admits a periodic impulsive
solution (“infection-free” periodic solution) given by

- eHT

1+ #ﬁ cemhET), b€ [ty tng),

S t=tns1s

I(t) = 0.

This solution is asymptotically stable under the condition

S(t) =

1T§ dt < & 5
be ®) t<§' %)

Corollary. The functional stability reserve of a complex
wireless sensor network for monitoring and navigation is inversely
proportional to the ratio of the node compromise rate to the rates of
node attrition and recovery, whose collective dynamics are
governed by system (3), (4). This system admits an asymptotically
stable impulsive periodic solution (“infection-free” periodic
solution) provided that condition (5) is satisfied.

Specifically, condition (5) indicates that the network’s stability
to threats is inversely determined by the ratio of the node
compromise rate to the rates of node attrition and recovery. In
practice, the continuous replenishment of the network with new
protected nodes ensures stable network operation over time, even
in the presence of vulnerabilities in certain network segments.

The graph of I(t), representing the dynamics of compromised
nodes in the network with 1(0) = I, € (0,1) as t » o is shown in
Fig. 2. This illustrates that periodic monitoring and recovery actions
progressively minimize the number of network devices affected by
adverse factors, reducing it practically to zero over time.

We note that condition (5) can be expressed explicitly as

uT —p)(e*T —1) + upT 1
T —1+e) 5 ©

Fig. 2. lllustration of the behavior of I(t), 1(0) = I, € (0,1) as t - oo.

From Theorem 3 and formulas (5) and (6), we can draw an
important conclusion.

Conclusion 1. If the period of monitoring and recovery
actions satisfies

T<T, =1 (1+ P ) )
» = —In e

i 5-p
then the condition I(t) — 0, t — oo will be fulfilled.

The problem of network evolution described by system (3) with
impulsive recovery actions (4) can be generalized. It is therefore
worthwhile to focus on the study of such problems.

Problem 1. Periodic recovery with “fuzzy” information on the
number of updated network nodes: t, = nT,n=10,1,....

AS't:tn € [_(pl(s(tn - 0)): _(/’Z(S(tn - 0))];

where ¢4, ¢, are given functions.

Problem 2. Almost periodic recovery: Let {t,} be quasi-
periodic (i.e., close to periodic), such that t, =nT + 1, T, €
[0,T).

AS|i=t, = —p-S(tp — 0).

Problem 3. Recovery with known statistical information on the
number of updated network nodes: Let {t,} satisfy

— N(,t+7
llm—( )<oo

T T

’

where N(t,t + t) is the number of update moments t, in the
interval (t,t + 1), and {p,(w)} are random variables with given
probabilistic characteristics. Then,

AS|e=t, = —p(@) - S(tn = 0).

The qualitative behavior of system (3), (4) for Problems 1-3
will be investigated in subsequent studies in order to develop a
comprehensive methodology for selecting effective strategies to
ensure the functional stability of a complex wireless navigation and
monitoring network.

3. Conclusion

Wireless sensor networks employed for border patrolling and
disaster-zone monitoring have great potential for providing large-
scale, continuous situational awareness and early warning, which
constitutes an integral component of modern risk response
capability and simultaneously contributes to enhancing national
security.

To ensure the functional stability of complex information and
communication systems for monitoring and navigation across the
area of border or disaster monitoring, such systems must be
adaptive to the continuous influence of destabilizing factors of both
external and internal nature. System adaptability implies the ability
to select and implement appropriate strategies to restore basic
functionality throughout the period during which the system is
exposed to harmful factors.

This work presents methods that enable the maintenance of
functional stability of sensor networks under the influence of
internal and external adverse factors. The models and behaviors of
complex information systems are described by systems of
differential equations with impulsive effects and analyzed using the
methods of qualitative theory of differential equations. In particular,
by employing an evolutionary SIR model as a mathematical
representation of the sensor network, constructive conditions for
stability and asymptotic stability of such systems are derived. We
established conditions for preserving network functional stability
through various strategies to minimize the number of compromised
nodes: constant monitoring, impulsive recovery, and periodic
recovery.

Furthermore, the dependence of network stability on model
parameters describing the rates of node attrition and
replacement/recovery is determined. A model for calculating the
time required to restore the system’s functional stability is also
obtained.

Using the methods of qualitative theory for differential equation
systems with impulsive effects, a framework has been developed
for determining strategies to minimize the impact of risk factors on
the operation of a sensor network and to ensure its functional
stability. An estimate of the functional stability reserve has been
obtained for systems that admit an asymptotically stable impulsive
periodic solution.
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